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1. Executive Summary

1.1. Assignment

Consultel Associates Ltd has been charged with providing an independent professonal
asesanent of the anergency communicaions s/stems used by Lifeline Utilities which are
members of the Auckland and/or Wellington Engineering Lifelines Groups. Lifeline Utilities
are defined in Schedule 1 of the Civil Defence Emergency Management Act 2002and are
listed in section 10.8

A survey was emailed to al known contacts within the Auckland and Wellington Lifeline
Groups to assss current and planned emergency communicaions infrastructure, and to
identify dependencies on contradors or other agencies, and on system vulnerabilities.
Resporses were received from a broad crosssedion d utilities, sufficient to provide agood
view of current communicaions infrastructure. A summary of the survey and results is
contained in section 4.

Three open workshops were held with Lifelines members and aher interested parties, ore in
Wellington and two in Auckland. The workshops clarified and explored responses from the
survey and canvassed posshble solutions. The workshops (late February 2004 coincided with
a series of storms that resulted in mgjor flooding of areas in the lower North Island. These
events caused some disruption to the workshops with participants being required for
emergency co-ordination, hut also provided valuable insights into requirements and current
shortcomings.

A review of avail able technologies was conducted, along with consideration of other related
projed activity to determine the most appropriate systems to use for emergency
communications.

1.2. Requirements

1.2.1. CDEM Act 2002

The Civil Defence Emergency Management Act 2002 defines Lifeline Utility organisations
and their duties with resped to Emergency Management. Relevant sections of the Act are
reproduced in section 10.7

Every Lifeline Utility must ensure that it is able to function to the fullest possible extent, even
though this may be & areduced level, during and after an emergency.

1.3. Current Situation

1.3.1. Key Survey findings

Utilities use public networks for most of their communicaions. These include telephones on
PABXs and the fixed-wire telephane network, mobile alular phones, trunked-mobil e radio-
telephanes, and Internet email .

Of organisations that responded to the survey, 73 had some form of independent wireless
communicaions g/stem avail able that could be used for emergency communications if the
public networks were unavail able. However in most cases these systems were designed for
internal communicaions and could na be used to contact other Lifelines or emergency
Sservices.

All utilities were highly dependent on contractors to carry out some functions (mostly on-site).
Communicaionwith contractorsis generally by pulic networks.

Message volumes within Lifelines organisations are much greaer than external volumes (to
other Lifelines or to CDEMCs).

Released Report Consultel Associates Limited 7
16 July 2004



Inter-Utility Emergency Communications Systems - Project Report 5213_07

1.3.2. Workshop directions

Participants recognised a general dependence on public networks and a subsequent need to
understand capability and limitations in the networks particularly under emergency condtions.

Interest was own in systems that were independent of public networks for use in mgor
emergencies when public networks could be inoperable or overloaded. It was recognised that
satellite-based services offered the most comprehensive coverage and services.

There is not, in general, an adequate level of operational documentation of emergency
communications networks within utilities.

1.3.3. General

There ae various degrees and levels of natural (and otherwise) disasters that could aff ect
Lifelines operations. Some will be of a local nature, others will be more widespread with a
corresponding wide-ranging impad on the operations. There can be network isaues that,
although local in nature, have awidespreal impad onthe network’s ability to deliver service

Many Utilities are heavily dependent on the public communicaions networks, operated by
Telecom, TelstraClea, Vodafone, Teamtalk and Broadcast Communications Ltd (BCL). This
is particularly so for inter-utility communication. Much of the support and maintenance for
these networksis subcontracted to service mmpanies.

1.3.4. Various disaster scenarios and exposures
Exposures to the communications infrastructure from disasters caused by:

- eathqueke - fire

- flood - hazardous materias
— storm — terrorist activity

- tsunami — utility failures

— volcanic eruption
have been considered.

The major public communications networks are robust, with important functions protected by
node or comporent redundancy, and key routes protected by trunk diversity.

Because of this, in general, the impad of disastersis likely to be localised in its effed on the
communications networks.

A localised network failure that isolated an important Lifelines Utility control centre would be
significant.

1.3.5. Overloading and Priority

The most significant overall risk is that of overloading and congestion, perticularly if
significant parts of the public networks are disabled.

Thereis ome caability to provide priority for emergency cdls, and wse of dedicaed circuits
toroute 111calls. All 111 cals, wherever originated, are delivered to Operators terminated in
the Telecom PSTN.

A more detailed and specific study of call prioritisation, and haw it has been implemented, in
the public networks shoud be carried aut.

Released Report Consultel Associates Limited 8
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1.4. Recommendations

1.4.1. Communications in non-declared emergency

Recmmmend that Lifelines:

» Use &isting public systems (as appropriate for each utility) with provision for backup by
nat relying on any one system.

e Useprivate (radio) systems where necessary for coverage outside public networks

e Maintain a master register, co-ordinated by the Lifélines Co-ordinators, of current contact
detailsfor all utilities and emergency managers.

» Define processes for establi shing communications viathe register:

1.4.2. Communications in a declared emergency

In adedared emergency,

1.4.2.1. Between Lifeline Utilities Emergency Operations Centres

In most emergency situations communication with other Utilities Emergency Operations

Centres will be possible using normal everyday communicaions g/stems.

It isrecommended that:

e Ead Utility EOC have & least 3 separate means of communicationinstalled and
avail able. These systems need to be compatible between utilities and have sufficient
capacity to handle priority communicaions traffic.

* At least one of these systems dhould be satellite-based.

Details and examples are given in section 10.21.1

1.4.2.2. Between Lifeline Utilities Emergency Operations Centres and key

contractors

Communicaions between Lifeline EOCs and their contractors will be critical in the recovery

and restoration pheses of emergencies.

e Contractors $ould have robust internal communications g/stems relevant to the
geography and reture of the work they undertake.

» Contractors control centres ould have the same level of emergency communications as
the relevant Lifelines EOC (see10.2.11), and those systems should be wmpatible.

Lifelines utilities should ensure these conditions are written into contrador agreements.

1.4.2.3. Between Lifeline Utilities Emergency Operations Centres and a

Lifelines Coordination Centre

A Lifélines Coordination Centre may be necessary to provide alink and backup pant between

Utilities. The Lifelines Coordination Centre will have dired emergency communications

systems with the relevant Regional EOC(s) utilising the systems employed by the CDEMG.

« UtilitiesEOCs dould have d least 3 dverse means of communicating with the Lifelines
Coordination Centre,

» At least one of which should be satellite-based.

Released Report Consultel Associates Limited 9
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Further work is required to define the scope of a Lifelines Coordination Centre before a
definitive coommunications plan can be proposed. It could be incorporated within the CDEM
EOC or be standalone as shown in the following diagram.

Government
Public

Lifelines Utility

141 \
14.1

Figure 1 showing communicéions between Lifelines organisations (the numbers refer to the
recommendations above)

1.5. Summary of Recommendations
It isrecommended that each Lifelines utility shoud:

1. ingeneral, have & least three separate coommunicdions g/stems avail able to provide
redundant access and ead with sufficient capacity to handle dl emergency
communicaions

2. ensure that at least one of those systems is satellite-based and cgpable of delivering
voice mnnections to the public voice networks (PSTN and cdlular). Of the satellite
services available the Iridium system is recommended, havever Lifelines using one of
the other services ould cortinue to do so. Future developments in the iPSar and
Inmarsat systems oud also be closaly monitored.

3. ensure that the communications g/stems of their critical subcontractors are compatible
with those of the utility

ensure ay new or upgraded systems have Internet Protocol capability

5. adopt a set of standard requirements and design guidelines for inter and intra-utility
communications g/stems. A suggested set isincluded in section 10.9

6. plan for limited bandwidth being available — for example: have low-resolution Had
& white copies of critical network diagrams, charts, equipment layouts etc for use in
emergencies when orly limited data or fax capability will be usable.

7. increase the capacity of battery and generator supplies in key control centres and for
communicaions equipment to alow 72 haur standalone operation

Released Report Consultel Associates Limited 10
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1.6.

It isrecommended that the Lifelines Group(s) shoud:

8. develop and maintain a master register of current contact details for al utilities and
emergency managers.

9. define processs for establishing inter-utility communications viathe register.

10. Review in detail the prioritisation d (emergency) cals available within the public
networks to ensure this has been implemented to maximum advantage. This needs to
be an “end-to-end’ view rather than an internal view.

It isrecommended that CDEM Groups shoud:

11. Determine, in conjunction with the respective Lifelines Groups, an appropriate holder
for the master register (available 7/24 with full emergency communications facilities)

12. Engage, in conjunction with the respective Lifelines Groups, the anateur radio AREC
groups to provide “last-ditch” emergency suppart.

13. Set atarget date (say up to a yea) by which Lifelines should demonstrate that they
med the above recmmendations

Further detailed recommendations are mntained in section 10.3

Estimated Costs
By utilising existing infrastructure & much as possible, costs have been kept to a minimum.

Most organisations surveyed already utilise threeor more separate means of communication
and apart from some posgble upgrading of handsets to ensure compatibility with contractors
cdlular or VHF radio systems, little caital expenditureislikely to be required to med this
need.

Only 2 organisations surveyed currently have satellite-based communications avail able for
emergency use. A number of options are available, including short-term rental, long-term
lease, or purchase. Costs for systems range from approximately $2000 per year to rent a
satellite phone, to around $10,00 to install a broadband satellite terminal.

Because of the high development costs, relatively low numbersin use, and the need to ensure
areiable and stable platform, satellite communicaions techndogy does not evolve & quickly
as sy celular telephory. The development plans of the mgjor providers are dso generaly
well communicated all owing a reasonable asessnent of the available options for any given
user situation. For example with Inmarsat about to launch a new generation d satellites (see
9.4.2 in 2005 it would be unwise to invest in the purchase of handsets for their current
system. The supgiers of the handsets can generdly advise appropriate options.

! Thereisalist of Lifelines emergency contad details. AELG oneis updated and circulated every 3 months.

Released Report Consultel Associates Limited 11
16 July 2004



Inter-Utility Emergency Communications Systems - Project Report 5213_07

2.2.

2.3.

2.4.

Overview

About this document

This report covers a review of the anergency communications g/stems used by the Lifelines
organisations in Auckland and Wellington prepared by Greg Barton, Associate Consultant of
Consultel Associates Limited.

Intended audience
This document isintended for use by:-

e Lifeines Project Committee

e AELG and WELG Utility Organisations

e Communications companies and aganisations supplying servicesto Lifelines Utilities
» Key contractors of Lifelines Utilities

»  Emergency Management organisations (CDEMG/CEG, MCDEM etc)

e Other emergency management organisations (eg NZ Defence Forces, NZ Police, NZ
Fire Service €c)

e Consultel Associates Limited

Scope of the report
This project includes:

(seeFigure 1 at section 1.5 showing relationships between Lifeli nes organi sations)

2.3.1. In anon-declared emergency

e recommending thetechnology and physicd systemsto be used between Lifdines
organisations,

2.3.2. Inadeclared emergency

* recmmending the techndogy and plysicd systemsto be used between Lifeline
Emergency Operations Centres

* remmmending the techndogy and ptysicd systemsto be used between each Lifeline
Utilities Emergency Operations Centre and its key contractors,

* communicaions g/stems between each Lifeline Utility Emergency Operation Centre
and proposed o potential Lifelines Coordination Centre .

e general asaumptions and recommendations relating to the processes and protocols for
using the systems should be made.

Objective

Design and'or reacommend a preferred communications system and methaod for implementationto
enable effedive and efficient dial ogue between uiliti es, contractors and the Emergency Operations
Centre (or aLifelines Coardination System). The system should:

» facilitate recovery of Lifeline services
* be aceptable to and affordable for Lifelines communicaions.

e ensureinter-operability of all affected parties during and after any emergency.

Released Report Consultel Associates Limited 12
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3. General
3.1. Assignment
Consultel Associates Ltd has been charged with providing independent professional
asesanent of the emergency communications systems used by Lifeline Utilities. Lifeline
Utilities are defined in Schedule 1 of the Civil Defence Emergency Management Act 2002 and
arelisted in section 10.8
3.2. Methodology
3.2.1. Survey
A survey was email ed to all known contacts within the Lifeline organisations to:
— asssscurrent and planned emergency communications infrastructure,
— identify dependencies on contradors or other agencies, and
— identify system vulnerabilities.
Resporses were received from a broad crosssedion o utilities, (see Appendix 10.9 sufficient
to provide agood view of current communications infrastructure. A summary of the survey
andresultsis contained in section 4.
3.2.2. Workshops
Three open workshops were held with Lifelines members and aher interested parties, ore in
Wellington and two in Auckland. The workshops clarified and explored responses from the
survey and canvassed posshble solutions. The workshops (late February 2004 coincided with
a series of storms that resulted in mgjor flooding of areas in the lower North Island. These
events caused some disruption to the workshops with participants being required for
emergency co-ordination, hut also provided valuable insights into requirements and current
shortcomings.
3.2.3. Review of Documents
Numerous documents were supdied o obtained and those gplicable to the review were
studied and analysed. Included were the following.
e Civil Defence Emergency Management Act 2002
e Lifdinesand CDEM Planning Best Practice Guide [BPG1/03]
Working Together: Lifeline Utilities & Emergency Management. Director's
Guidelines [DGL 3/02]
* Auckland Region Civil Defence Emergency Management Group webste
http://www.auckland.cdemg.org.nz/index.htm including the working draft of the
CDEM Plan.
« Wadllington Regional Courxil Emergency Management website
http://www.wrc.govt.nz/em/maneme. htm#manage
* An Emergency Communicaions System for Lifelines Organisations in the Wellington
Region. Stage One Report 16 October 1996
* Waéllington Lifelines Group — Overview of Mitigation and Preparedness Measures
Undertaken During 2003
Released Report Consultel Associates Limited 13
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3.2.4. Review of Technologies

A review of avail able technologies was conducted, along with consideration of other related
projed activity to determine the most appropriate systems to use for emergency
communications.

3.2.5. Reports

A draft report was prepared for peer review and consideration by steering committee
members, followed by the production of this report.
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4.2.

4.3.

Summary of Survey and Workshop Findings
Communications within Utilities

4.1.1. When routine communications infrastructure is intact
Most utilities rely ona cmmbination d voice (PSTN and cellular), email, and fax.
In namal operation the separate host networks (Telecom PSTN, TelstraClear PSTN, Telecom

and Vodafone Cdlular networks for voice; and a range of ISFs for data and email) provide
seamlessinterconrectivity.

Some national and regional organisations with extensive internal voice networks rely heavily
onthese (interna networks) for normal operations.

A few organisations have radio systems to communicate with field staff and contractors
(VHF/UHF and trunked mobile). Althowgh interworking between the radio systems is
technically possble, it isgeneraly not used, particularly if cellular accessis also available.

4.1.2. When the emergency seriously affects routine communications
Organisations have awide range of cgpabilities.

— Emergency Management groups have dedicated radio systems (VHF and HF) and li mited
satellite phones

— National network utilities have extensive badup: the telecommunications network
providers use their own and each other’ s networks and satellite phones; Transpower and
NGC have extensive VHF networks with coverage over their distribution networks

— Regiondl utilities generally rely on public cellular phores and trunked mobil e networks
with some use of Territoria Authority VHF and UHF networks

Key Contractors

All respondents (with ore exception) listed contractors on whom their organisation was highly
dependent for emergency service and support.  The average number of contractors is three
with some organisations listing up to eight.

Communications with Contractors

4.3.1. When routine communications infrastructure is intact

This question was answered in a similar way to 4.1.1with heavy use of puldic networks.
Some utilities host subcontractors control centres within their own facilities © use interna
networks.

Email appears to be used more for communicdion with contractors than for genera
communications (it was often listed higher in sequencein this question).

There is aso lessuse of “internal” VHF or trunked mobile networks to communicate with
contractors. This may be related to hawv contradors historically came into being — where they
were “outsourced” with an existing radio infrastructure this tends to continue.

4.3.2. When the emergency seriously affects routine communications

Lifelines Utilities mostly rely on having several pulic network systems available asuming
that not al will fail at once

34% relied mostly on pubbic networks;
73% of respondents had some radio capability (VHF, HF or Satellite);
17% relied on‘face-to-face contact while
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4.4.

4.5.

4.6.

17% li sted no specific fallback
(note figures do not add to 100% because some organisations fall into 2 categories).

Of particular concern are the 27% of organisations that have no independent radio capability,
and those (38% within the 73% above) that have only internal radio capability.

Network diagrams

Only 7 respondents provided details of emergency communication network configurations. It
is not clear if this is because diagrams or plans do not exist, or because they could not be
provided for this project. Most details that were provided listed oy critical radio repeater
sites.

Identified Risks to Communications Systems
All respondents provided information onthis question.

VHF transmitter and repeder sites are often identified vulnerabilities (lightning strike, wind
damage, eledricity supply, building collapsef/fire etc). There are dso some verage problems
with VHF that are recognised.

Many respondents listed their dependence on access to the public networks as a vulnerability,
particularly if interconnection between the networks is restricted. Becaiuse of this dependence,
Lifelines need to be asured o the resilience and rewvery plans of the public network
operators.

Because of alternative and redundant routing within the public networks, the most vulnerable
part is the connection from the utility into the network (in the case of wired acass the cdle
to the loca “exchange”; in the ase of celular mobile, the availability of cellular radio
coverage).

Organisations aso neal to plan their communications to minimise risks from restrictions on
interconnect between public networks. For example, an arganisation relying on cellular
phores as a means of emergency communicaions needs to ensure that it has handsets
available on the same network(s) as each of its aubcontractors and any other Lifelines
organisation that it needs to work with. This aspect was nat surveyed, bu comments during
workshops indicate that little consideration has been gven to this.

Stand-alone site capabilities

Most critical network nodes in the public networks have backup paver and diverse links. A
detailed study would be necessary to identify vulnerabilities ecific to events and locations.
In general it can be stated that the public networks have ahigh level of rdiability and
resilience, particularly when taken in combination.

Most of the Telecom fixed line networks can gperate for extended periods without mains
power as main switches are equipped with diesel generators. Smaller sites have battery
badkup which has limited capacity.

Cellular sites in general have limited bettery badkup, bu some larger sites have emergency
generators (or can be connected to them).

Most EOCs have some form of emergency power but in many cases cagpacity is limited o of
short duration.

Lifelines need to consider not only emergency power to operate radio transmitters etc, but also
to paver PCs and essential internal computer, fax, data and voice network equipment, as well
as the enwvironmental essentials such as lighting and air circulation. Extended electricity
disruptions also make it necessary to have provision to recharge batteries (cell phones, satellite
phores, handheld radios, |aptops etc).
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4.7.

4.8.

4.9.

4.10.

Key Operational Centres

These were clearly identified. Utilities with many subcontradors tend to have more aitica
Operations Centres to conred. Some utilities host Operational Centres within their EOC
when it is active.

Mandated Communications Requirements

This question was not answered consistently. Many referred to the Lifelines requirements of
the CDEM Act.

In general, the EOCs need to be éle to communicate information to the public, either by
broadcast radio and TV, or via web-sites.

Utilities want to kee their cdl centres operating with current emergency status readily
avail able.

Future Operational requirements

Again there was reference to the requirements of the CDEM Act. EOCs plan to be compatible
with MCDEM systems (eg to retain existing HF radio systems for as long as MCDEM retains
them).

Some organisational changes were flagged (eg formation of “Trackco” to manage rail line
infrastructure).

Some reconfiguration of VHF networks is planned to reduce site vulnerabilities and improve
coverage.

Planned new technologies
Several organisations are looking at new technologies including:

- GPS

-  WirelessLAN

— Replacing rechargeabl e batteries with readily available dry cells
- IVR

— Increased automation of data colledion/ distribution

— Ensuring that contradors have cmmpatible systems

These ae not expected to have amajor impad onthis project in the short term (the last point
isarecommendation d this report).

Released Report Consultel Associates Limited 17
16 July 2004



Inter-Utility Emergency Communications Systems - Project Report 5213_07

5.2.

Impact of Disasters on Communications Systems

General

There ae various degrees and levels of natural (and otherwise) disasters that could aff ect
Lifelines communicaions. The nature of the disaster will determine the extent that operations
will be affeded. Some will be of a local nature and may only affect a limited geographical
area; others will be more widespread with a crresponding wide-ranging impad on the
infrastructure. There can be network issues that, although local in nature, can have a
widespread network impad.

Lifelines Utilities do nd operate in isolation. Most have strong dependencies for their
communicaions on Teleoom and generaly to a lesser extent on the other public network
providers.

Various disaster scenarios and exposures are identified below.

5.2.1. Earthquakes

New Zedand is exposed to broad and complex areas of mgjor active faults. At least seven
adive faults, capable of producing eathquakes of greater than magnitude 7.0 on the Richter
scae, have been identified. The probability of at least one of these faults rupturing in the next
100 yeas has been calculated as between 56% and 9%0. Of particular relevance is that the
probability of an earthquake on the Wellington fault is 10 % in the next 50 yeas. Earthquake
affeds may be ground shaking, liquefaction, eatthquake induced slope failure, fault rupture,
fire and tsunami generated by the earthquake.

An eathqueke may cause disruption to many Lifelines services concurrently and is likely to
provide the most severe and concentrated test of emergency communications g/stems.

It islikely that buil dings housing communications equipment will be aff ected as well as cables
being ruptured (both communicaions and eledricity supdies), and directional antennae used
for wireless communication could be misaligned.

5.2.2. Fire

The bush fire threat varies throughout New Zedand. A number of minor (and sometimes
major) incidents occur on an annual basis, but few endanger human life. In extreme weaher
condtions, however, the patential exists for large bush fires to develop. These may threaten
remote sites or even cause them to beame cmpletely unserviceable, noting that although
remote sites are generally above the bush line they could be exposed to scrub fires in parched
condtions. Fire following an earthqueke or eruption could disrupt a much wider area and
severely disrupt services.

5.2.3. Floods

Flooding through out the wuntry is alikely hazard to be experienced in any yea. Additiona
problems are often encountered due to storm water culvert flooding, and coastal flooding. The
major impad of flooding on communications infrastructures (as recently demonstrated) is the
breaching of buried or suspended cables (copper and fibre-optic) as bridges and roads are
caried away. Radio repeater locaions are, by necessty, hilltop, removing the threa of
floodwater damage to equipment, howvever accessto sites may be limited for some time.

5.2.4. Hazardous Materials

Some New Zedand Regions have areas of storage of hazardous chemicas and aso provide
many corridors for transportation of hazardous materials. In worst case scenarios any spill,
ledk or explosion may lead to the evacuation of premises. Unlikely to directly affed overall
operation of communicaions g/stems although would have some local effect particularly
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shoud the operational support centres of major networks have to be evacuated for extended
lengths of time.

5.2.5. Storms

By its very island reture many parts of New Zedand are mastal and thus liable to be buffeted
by high winds and storms. Heary rain is generaly experienced from the South o the
Northwest. Cyclonic events such as the 1968 Wahine storm and those that struck Northlandin
199697 are not common, bu always possible. Climate diange impads may incresse the
frequency or intensity of severe storm events. Hill top repeater sites can be very vulnerable to
such storm stresses with antenna damage being the most likely result. Lightening strikes can
be miti gated with good design and construction bu may not be diminated completely. Some
exigting sites are vulnerable.

5.2.6. Terrorist Activity

New Zedand hes been spared significant terrorist activity in the past. Eventsthat target
people directly are likely to have asignificant impad on infrastructure if they are carried out
in pwlic places such asairports. Actions targeting disruption through damage to
infrastructure ae potentialy more serious (in this context), particularly if targets are well-
chaosen to maximise disruption. High levels of utility network seaurity are generally provided
but the remote location o some infrastructure, the fact that the publi c neelds to access service
points, the existence of key network nodes, and the growing potential of remote “cyber-
terrorism” mean that there are vulnerabilities that could be exploited.

While physical attacks produce situations similar to netural disasters, they can be @-ordinated
over wide areas creating resource overloads. Overloading or disruption of communications
services through software means (virus, worms, denial-of-service atads etc) can be
patentially as crippling as physical attadks.

5.2.7. Tsunami

Those parts of New Zedand's coadtline that are industrially inhabited could provide a
commercial or operational risk from Tsunamis. Tsunamis could be generated at distant
locations and travel aaossthe Padfic giving hours of warning, or they could be generated by
a local undersea landdide or earthquake and give little or no warning. A Tsunami is not
expected to pose a significant threat to communications g/stems because of the redundancy
and alternate routings available.

5.2.8. Utility Failure

Disruption to the networks that supply water, electricity, gas, transportation or waste disposal
can cause maor impads to the community. For communicaions g/stems the most critical
utility isthat of the stability of the mains power supplies.

5.2.9. Volcanic

Volcanic adivity does occur from time to time. Although rated low as likelihood (>200 year
return period), an eruption d the Auckland volcanic field would produce locd (and passibly
widespread) devastation. Key nodes and qoerations centres in the public networks would be
vulnerable if there was widespread falout. The more likely risk is that the predominant
westerly winds could carry ash from eruptions of Mt. Taranaki, or the mourtains of the
Central Plateau, to more populated areas, or that volcanic ectivity would damage locd
infrastructure. The Bay of Plenty is similarly subject to the adivity of White Island. Volcanic
adivity is therefore unlikely to materially affect broader public network operations although
the ash can accelerate deterioration d external metal comporents such as antennas.
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5.3. Node or Site failure

5.3.1. PSTN

Failure of a“local” switch within the PSTN will affed customers connected to that switch,
generally preventing them from making or receiving cdls. Similarly, failure of a “subscriber”
cable will completely disrupt accessfor customers connected to the network by that cable.
Failure of a“tandem” switch or “trunk” cable will reduce the capacity of the network to make
conrections and may lead to overload conditions, but route diversity will generaly ensure that
some cgacity remains operating.

5.3.2. Cellular Mobile Phon e networks

Failure of acell-site (or the link between the cell-site and the Base Station Controll er) will
prevent cdls being processed by that site. In bult-up areas there will generally be other cdl-
sites avail able to provide coverage but in sparsely popuated aress, or areas with poor
coverage because of topagraphy, lossof a cell-site will cause lossof service. The networks
generally have alequate redundancy and dversity upstream of the controllers, but lossof a
switching node or HLR would seriously impad network cgpacity and lead to overloading.

The serviceis aubject to cell-sites daying intact during a disaster and for their generators (if so
equipped) starting upon paver falure. Alternatively, if there is no generator then there is
dependency on badk up batteries being fully charged and till operating within their service
life. If a generd emergency has caused the power outage then the batteries will be under
greder stressand may only last afew hours without support.

5.3.3. Trunked Radio Networks

The trunked mobhil e radio system has the advantage of having been around for some time and
the strengths and weaknesses of the physical repeater stations are understood These ae built
to robust specifications but thereis third party ownership and maintenance of some sites. It is
subject to repeater stations staying intact during a disaster and for their generators (if so
equipped) starting upon paver falure. Alternatively, if there is no generator then there is
dependency on badk up batteries being fully charged and ill operating within their service
life. If a genera emergency has caused the power outage then the batteries will be under
greder stress(increased transmit duty cycle) and may only last afew hours without support.

5.3.4. Radio repeaters

Exposures for VHF and UHF radio repeaters are very simil ar to those for trunked mobhile
repeaters. The antennae ae vulnerable to storm damage and the dectronics to lightning
strikes; the hilltop locations also make continuity of power suppy difficult, particularly in
adverse weather. Lossof key repeaters severely impadsthe cverage of these “line-of-sight”
systems.

5.3.56. Congestion and call blocking

The most significant overall risk is that of overloading and congestion, particularly if parts of
the networks are disabled.

It isanticipated that in a major emergency, the available public networ ks will be heavily
loaded as peopletry to establish contact with family and friends. Thisisa significant
risk, particularly on the cellular networks and they should not berelied upon asa
primary means of communication in a major emergency.
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Priority? can be given to defined emergency organisations onthe Teleoom PSTN if it is
operating. Thisfacility isnat available onthe cdlular networks.

- Thewireline PSTN has the capability to apply priority to defined (emergency) cdlers’,

— thewirdine network is configured to minimise the posshility of failure of alllcdl by
use of dedicated circuit groups (very limited quantity) and overflow routing.

— TheVodafone cellular network provides priority to callsto 111

— TheTelecom cdlular networks are configured to minimise the possibility of call failureto
111 by use of dedicated circuit groups (very limited gquantity) and overflow routing

— Thetrunked mobhil e networks can provide eamergency priority to defined users.

— Future IP-based networks are likely to have the caability to provide defined classes of
service which could be used to provide priority for specified users.

A more detailed and specific study of call prioritisation, and haw it has been implemented, in
the public networks shoud be carried aut to ensure that emergency communicaions take
advantage of any prioritisationthat is available.

Workshopdiscussions indicate that relatively low volumes of messaging are required between
Lifelines organisations, and between Lifelines EOCs and CDEOCs. Messaging does however
take severa forms, voice, fax, email, data and it isimportant that Lifelines ensure that
alternate communications g/stems can handle these if the primary means of communicaionis
disrupted. However it is recognised that in worst-case scenarios, communication may be
limited to simplex voiceonly.

2 PSTN Priority Serviceis applied on an individual customer number basis and means that these lines are the last to be denied
Dial Tonein an Overload situation and are restricted from making cdls by only the final stages of Network Management
Controls

3 PSTN Priority Serviceis applied on an individual customer number basis and means that these lines are the last to be denied
Dia Tonein an Overload situation and are restricted from making cdls by only the final stages of Network Management
Controls
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6. Consideration of Options

6.1. PSTN
Advantages

* resilience managed by the Carrier; viz multi ple diverse inter-exchange routes providing
diversity.

» copper andfibreroutes; fibreis reputed to be more resilient to earth movement than
copper and therefore provides an increased chance of still providing conrectivity in cases
of 'minor' earth movement.

* power supplies at exchanges are equipped with 'no kre&’ battery badk up and with
generator back upin criticd locations.

» ordinary' telephones conneaed diredly to the PSTN get their power from the telephane
network and hence an work during widespread powver outages (subject to limitson
battery capadty in the network).

» Lifdines organisations could opt for multiple and diverse routes from Control Centresto
provide much higher resiliencein adisaster. This could extend even to include multiple
cariers (where available). Utilities would need to ensure PABXs were structurally seaure
and hed appropriate power bad up.

» relatively easy to fax over the PSTN
« Possblefor Carrier to all ocate calling priority for emergency cdler®

» features available which could prove useful such as three way cdling, conferencing
facilities. (conferencing “bridges’ are available for use via PSTN, cellular and trunked
mohil e)

Disadvantages

» complete dependence on carrier having sufficient level of resilience in placeto cater for
(varying) disaster levels.

* Limited optionsto provide redurdancy in local cabling between customer site and local
exchange

» long distance alls dependent on long haul cable/microwave routes remaining intad.

» overloading of the PSTN will affect access; although thereisafadlity for obtaining
priority in such circumstances.

* dependent onthe arrier system software to remain stable in what may be untested
situations.

* |Pphores(infact any “powered” phanes) conneded to the PSTN will become unusablein
power outage situations unlessthereis bad up paver to the IP phore.

e oneto ore mnversations only; no broadcast 'open’ fadlity although conferencing facilities
are available - would need to remain ‘open’ for hours or days if required continuowsly in
emergency.

4PSTN Priority Service is applied on an individual customer number basis and means that these lines are the last
to be denied Dial Tone in an Overload situation and are restricted from making calls by only the final stages of
Network Management Controls
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6.2. Mobile Phone network

Advantages

handsets are portable; not tied to location.

own handset battery power supply; spare batteries can be avail able, recharging from car
battery possible

three networks to choose from (though dfferent handsets required).
ability to send and receive text messages

ability to send and receive amails (size limited) and browse the Internet. 3G will allow for
more amprehensive use including video images.

may be mmparatively isolated from the dfects of disaster - some cdl phone repeaters are
conrected by cable which could be damaged, some by microwave which may be
operational either asis or with antenna directional tweaking following ground movement.
requires cell sitesto have sufficient back up paver capacity.

Disadvantages

likely to be overloaded in an emergency situation.

requires redpients of calsto be onthe same network if one network (or interconrect)
fals.

requires data links to cell sites to remain gperational in disaster
more reduced coverage cell sites reducing coverage from phore locations

ead cell site requires access via ahigh speed datalink to either of a pair of cell phane

network management database sites (HLRs or Home Locator Registers) for callsto be

originated. There are 3 different pairs of HLRsfor each of the aurrent mobil e networks
(021, @5 and 027

oneto ore nversations only; no broadcast 'open’ fadlity; although conference cdls can
be aranged.

naot practicd to fax over a alular network (because of restricted audio bandwidth and
high compresson techniques which are designed to work with voice waveforms.

6.3. Trunk Mobile network

Advantages

wide average offered by ead repeater

transportable and handheld units available

units generally 12 volt driven; battery operation and badkup therefore inherent
open channel operation feaure

Many utilities already use in Auckland and Wellington.

Priority can be programmed into these systems.

Disadvantages

repeaters may be damaged, bettery badkup li mited?

overload duing emergency
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annual costs to reserve channels

Asthe system is operated by a commercial provider Lifelines may have to queue to access
the system.

Call durations are programmable and limited.

6.4. Satellite Phones

Advantages

handsets are portable; not tied to location.

own handset battery power supply; spare batteries can be available.
three networks to choose from (though dfferent handsets required).
ability to send and receive text messages

ability to send and receive amails (size limited) and browse the Internet.
comparatively isolated from the dfects of disaster

provide conrectionto public networks (PSTN and cellular)

Disadvantages

requires connection oncommercial satellite; can be relatively costly.
terminals will cost but are nolonger 'expensive'.

Nedl clear view of sky —may require external antennato operatein buil dings
signal can be affected by very heavy rain.

Latency (delay/echo) with Inmarsat

Commercia stability of operators

6.5. Internet Protocol (IP)

(This refers to connections using Internet Protocol which may be dedicated links over wire,
fibre or radio, or which may be provided by the public Internet.)

Advantages

Internet Protocol (IP) protocol inherently "bullet-proof" allowing datato automaticaly re-
route aroundnetwork failures.

cgpacity to buld ‘Voice over IP' (VolP) over aprivate IP network.

single operating facility passible - namely PC plus headset to cater for data and voice.
established standard; widespread and increasing penetration.

can have alternate routing to ather networks.

Disadvantages

requires power to be available & user sitesto power |P phore, handset and/or PC.
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* despite powerful re-routing facility integrity still depends on locd connectionsto carriers
remaining operational - similarly requireslocal carrier to have inter exchange links
operational.

e requireslocal (acaess) links to other remote end users (Lifelines) to beintact and
operational.

6.6. VHF Radio
Advantages
o operates effectively onlow power thereby suited to operating off battery badk up systems
» usualy frequency moduated (FM) which (aslong asthe signal strength isin excessof a
threshold) resultsin comparatively ‘clear’ signals (viz high signal to noise ratios).
» coverage range extended through repeaters (e.g. SkyTower, Climie, Belmont, Eringa)
* canalso use as point to point with simplex frequencies.
* comparatively easy to use Short Term Speda Purpaose(STSP) repeaters.
* can have 'desk top higher power or lower power 'hand held' sets.
e eqguipment not generally expensive.
» eally fitted to vehicles, antennas are relatively compad.
* noannua usage or channel reservation costs (apart from Ministry of Commerce annual
radio licencefees)
e antennas are compad and (including repeaters) nondirectional. Realigning not required
normally.
* May be provided (or augmented) by volunteer services of the Amateur Radio Emergency
Communications groups (AREC)
Disadvantages
e operate generaly only over 'line of site' paths.
* nedl a certain received signal strength to avoid noisy signals.
» for wider areacoverage viarepeaers - requires repeaters to be operational - viz structure
intad and electrical power available.
6.7. HF Radio
Advantages
» wide mverage; depending on frequency band, time of day and antennatype. Local
coverage enhanced by Near Verticd Incidence Skywave (NV1S) antenna systems.
e coverage can be designed to be'local ared (around 100km radius) or can cover al of New
Zedand and beyond.
* modern equipment is compad and reasonably powerful.
» MCDEM dready has HF sites aroundsel ected Territorial Authoritiesthroughou New
Zedand with a base station in the Beehive; stations operate in the 5.38MHz band.
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can aways provide coommunication under 'widespread' destruction; - vizaradio, a ar
battery and awire dung over the nearest tree will provide & least avoice dannel into the
outside world.

Disadvantages

can suffer from interference from remote stations; depending on frequency and time of
day.

propagation can be dfected by time of day - need channel choicein practice.
Amplitude Moduated and hence can have 'naisy' signals.

requires more extensive antenna system then VHF, not so easy to have with avehicle.
Depending onlocation of physical office in commercial buil dings - may need extensive
feed to roof top agials. Extrafeed line losses can resullt.

6.8. VSAT Systems

Advantages

satellite independent of isaues at groundlevel

terminals can be multi-channel for voiceand data

terminals moderately compad; easily roof mourted

free from other spectrum interference, signal is'high quality'

more satellites being launched giving improved coverage and paver over New Zedand,
pricing expected to fall .

very high avail ability (but see"outages’ below)
planned tedhnology for Wellington Region Civil Defence Emergency Management Group

Disadvantages

requires reserved spectrum on commercial satellite; can berelatively costly.
terminals will cost but are nolonger 'expensive'.

dish may ned realigning after earth movement or hurricane strength winds
transportable (can be moved to new location and set up there) but not “portable”
signal can be affected by very heavy rain.

battery badk up required for earth terminals only; nat for satellite "repeater".
propagation delay nealsto beincluded in system design

Outage of around 2 minutes each six months during equinox, exact date andtimeis
always known
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7. Feature and cost comparisons
7.1. Satellite phones
7.1.1. Geostationary
Geostationary satellites (Inmarsat) are more stable and generally have long design (andin
practice) lives. Their very high altitude provides greater coverage from fewer satellites and
becaise they appear stationary from eath there is no need to “handover” between satellites.
The high altitude does introduce transmisson delay (latency) and requires higher transmit
power from ground urits.
7.1.1.1. Hardware costs
Inmarsat Mini M (voice, fax and data 2400bps) 2.2kg 2.5 houstalk time (battery)
NZ$7000(portable) NZ$8000(vehicle)
7.1.1.2. Operating costs
US$1.80min (to NZ numbers)
US$2.60min (typical international)
7.1.2. Low Earth Orbit Satellites
LEOS (Iridium, Global star) require more satellites to provide mverage and because they are
always moving, a stationary user onthe ground will experience “handover” as one satellite
moves away and ancther takes over (approximately every 10-15 minutes). They require less
power from ground urits and there is no appreciable delay (latency) because the transmission
path isrelatively short. LEOS are generally more tolerant of antenna orientation than
geostationary systems. Handsets are generally small er than for geostationary systems and
some ae multimode (work as a standard CDMA or GSM cell phore when in range and switch
to satellite mode when out of range).
7.1.2.1. Hardware costs
Globalstar SAT50 handheld AU$1599 Car kit AU$1499
Iridium Motorola 9505(includes antenna, chargers) NZ$3495
7.1.2.2. Operating costs
Globalstar Conredionfee AU$200
Monthly accessAU$33
Calls AU$1.50min (incoming and ougoing)
(Other “minutes included” plans avail able)
Iridium Conredion fee US$50
Monthly accessUS$25
Cals US$0.99 @r minuteto Iridium (voice)
US$1.50 @r minute to Iridium (data)
US$1.50 @r minute to other network (PSTN, cellular etc)
7.2. VSAT System
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At this stage indicative prices for the terminal equipment for the iPSTAR system are per site

(NZ$, ex GST):
dish, set top box $1,600
IP phone $800
hub $1,000
laptop $3,000
cabling $2,500
Total $8,900

Provision to make this system transportable is expected to cost an additiona $1000.

Operational (calling) costs have not been established yet but should be comparable to the other
satdllite systems. Note that the VSAT systems are “dways on” like awirelessbroadband
system so charges are likely to be more like broadband charges — afeefor having acessand
then a usage dharge based on volume of traffic (rather than call minutes).
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8. Technology Comparison
Technology PSTN Cellular Trunked Internet VHF HF LEO Satellite VSAT
(fixed line) Wireless mobile
VOICe *kkkk *kkk *kkk **k% *kk ** *kkk *kk
Data *kkk ** * *kkkk * * *k%k *kkk
Fax *kkkk * * **k% *kkk
Availability Mature Mature Mature Well- Mature Mature Developing Developing
developed
Coverage Extensive + | Extensive - Wide Extensive + Specific Wide Complete Complete
(LineofSight) (sky-sight)
Resilience Cables Congestion Good Access-points | Repeaters V Good V good V good
vulnerable vulnerable vulnerable vulnerable
Terminal Cost | Existing $200-$1000 Existing $500 - $5000 | $5-10k per $2000-$3500 | $8500
site
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Capacity Voice priority | Voice good Voice priority | Very high - Single Single Voice and Voice and
Data to Data limited Data to limited by channel channel data data (4Mbps)
56kbps 2.4kbps local access
Main coverage Battery Mobile ubiquity Low cost Self-contained | Coverage Coverage
Advantages® simple to handsets independent resilience capacity
use Very mobile
Standard
handset
powered
from line
Main Cables Congestion Limited users | Requires PC, | Limited Limited Cost Unproven
disadvantages | vulnerable power data/fax data/fax capacity
limited
mobility
Key to chart:

* sindicate cgpability (more* are better)

® From emergency resporse viewpaint
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9.2.

9.3.

9.4.

Technical summary

PSTN

The Public Switched Telephore Network has evolved from the original manually conrected
system with limited access to become aubiquitous service with many additi onal features.
Customer equipment is atelephane handset connected either directly (or via aPBX) to aloca
telephane switch, usually by cable (hence known as “wireline”). Local switches are mnnected
by trurk circuits through a hierarchy of switches that allow any-to-any conredion of one
customer to another by entering a “phone number” dialing code on the keypad. The switches
establish a circuit or path through the network for the duration of each call.

Services are progressively being moved to “next generation” networks based onlP (Internet
Protocol) communicaion. This bresks communicaions (voicefax/data) into small “padkets”
and sends each padket, with addressing information attached, into the network. Switches (or
“routers’) within the network forward each padket to its destination according to the
addressing information attached, using whatever paths are available (hence natural resilience).
Terminal equipment then reassembl es the padkets into the @rrect sequence and presents a
copy of the original communicationto the receiver.

Mobile phon e network

From a user perspective provides srvices similar to the PSTN, but with the advantage of
mobility. Rapid handset development for mobile phones has also resulted in arich set of user
features (inbuilt diredory, ore-key cdling, short codes, caller display etc). Short Message
Service (“texting”) has become apopular service and handset design has again been rapid to
facilitate this. The caability now exists for email by cdlphane, and for access to the Internet
and retworked servers. Datatransmission rates currently available, and screen and keyboard
size limitationsin a “pocket” device limit usability but are being graduall y being overcome. In
future video, text, and voice will al be accessible by mobile. With the aldition of GPS
tedhnology the location of handsets can be determined accurately allowing serviceslike
automatic dispatch and remote directions to be utilised.

There aethree @&l ular mohil e networksin New Zedand, the Telecom 025 D-AMPSnetwork
is gradually being replaced by the 027 CDMA network, and the Vodafone 021 GSM network.
The networks are interconnected so users on ane can conned with users on another, but each
handset will only work with ore network.

Trunk Mobile network

Thetwo trunked mobile radio networks in New Zedand gerated by Teamtalk use similar (but
not compatible) techndogy. Serviceis provided by interconnected VHF radio repeaters. They
allow private communication between users over wide coverage aeas, andvia
interconnectionsto other networks (PSTN and cellular mobile). Handsets are robust and
portable, many being vehicle-based. The serviceallows limited data cgability and “ one-to-
many” broadcast.

Satellite phon es

9.4.1. Globalstar

Globalstar phoreslook and act like mobile or fixed phones with which you're familiar. The
differenceisthat they can operate virtually anywhere, carrying your call / dataover aseaure
Code Division Multiple Access (CDMA) satellite signal.

Like "bent-pipes’, or mirrorsin the sky, the Globalstar constellation of 48 Low Earth Orbiting
(LEO) satellites picks up signals from over 80% of the Earth's surface everywhere outside the
extreme polar regions and some mid-ocean regions. Severa satellites pick upacall, and this
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N "path diversity" assuresthat the cll does not get dropped even if aphaone
N moves out of sight of one of the satellites. A coverage map isincluded in
: U\ sedion10.5.2

L )

. As 2onas asemnd satellite picks up the signal and is able to contact the
i sameterrestrial gateway, it beginsto simultaneoudy transmit. If

2 buildings or terrain block the phone signal, this "soft-handdf" prevents

cdl interruption. The second satellite now maintains transmisson of the

origina signal to the terrestrial "gateway".

Additional advantages of using Low Earth Orbiting (LEO) satellites within the Global star
system include no perceptible voice delay and lighter / smaller al-in-one phores.

Gateways process cals, then distribute them to existing fixed and cellular local networks.

Globalstar LP, which was established in 1991and began commercia servicein late 1999,
currently offers srvicein over 100 countries aroundthe world. The company filed for Chapter
11 bankruptcy protection in 2002 and was recently restructured with new financing to exit the
Chapter 11 procedures.

Globalstar Australia owns and operates the Australian ground besed Global star network
infrastructure providing mobile mmmunications srviceto 100% of Australia and New
Zedand. Globalstar Australia has a mommercial agreament with Globalstar LP to acquire
satdllite airtime on the Global starw constellation d low earth orbit satellites. Thereisnodired
representation d Globalstar in New Zedand.

In additionto dual mode Satellite and Cdllular voice communications, enhanced services
include:

— Internet and private data network conrectivity
— Teemetry
— SMS (short messaging service)

- Voicemail

9.4.2. Inmarsat

Inmarsat's primary satellite constellation consists of four Inmarsat-3 satellites in geostationary
orbit. Between them, the main ("globa") beamns of the satellites provide overlapping coverage
of the whole surfaceof the Earth apart from the poles.

A geostationary satellite follows a circular orbit in the plane of the Equator at a height of
35,60(m, so that it appearsto hover over achaosen pdnt on the Earth's surface. Threesuch
satdllites are enough to cover most of the globe, and mobil e users rarely have to switch from
one satellite to another.

A cdl from an Inmarsat mobhil e terminal goes directly to the satellite overhead, which routes it
badk down to a gateway onthe groundcalled aland earth station (LES). From therethe call is
passd into the public phone network.

The Inmarsat-3 satellites are badked up ky afifth Inmarsat-3 and four previous-generation
Inmarsat-2s, also in geostationary orbit.

Inmarsat is now building its fourth generation o satellites to support the new Broadband
Global AreaNetwork (B-GAN). Thiswill be introduced in 2005to deliver Internet and
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9.5.

intranet content and solutions, video on demand, videoconferencing, fax, e-mail, phore and
LAN access at speeds up to 43Xbit/s ailmost anywhere in the world. B-GAN will also be
compatible with third-generation (3G) cellular systems. The satellites will be 100times more
powerful than the present generation and B-GAN will provide at least 10times as much
communicaions capacity as today's Inmarsat network.

Inmarsat was developed as a global ship-to-shore system and so supports ali mited range of
(generaly larger) handsets. There ae anumber of representatives in New Zedand, mostly
with amaritime focus. Because of the longer satellite path (high orbit) thereis adelay
(latency). Costs are higher than for the LEO satellite systems. Inmarsat has a goodtradk
record and mature reliable system. It islikely that the new technology being launched next
yea will be more competitive and consequently it is recommended that no rew investment be
made in current Inmarsat techndogy.

9.4.3. Iridium

The Iridium Satellite System isthe only provider of truly global, truly mobil e satellite voice
and dita solutions with complete cverage of the Earth (including oceans, airways and polar
regions). Thetechnology is smilar to the Globalstar system described above. Through a
constellation of 66 low-eath orbiting (LEO) satellites operated by Boeing, Iridium delivers
essential communications services to and from remote aeas where terrestrial communicaions
are not available. The serviceisideally suited for industrial applications such as heavry
construction, defence/mili tary, emergency services, maritime, mining, forestry, oil and gas and
aviation. Iridium currently provides services to the United States Department of Defense and
launched commercia servicein March 2001 The origina service, baded by Motorolawas
withdrawn in 20 with huge financial losses. A groupof investors purchased the assets at
less than 1% of cost and renegotiated the operating costs at 10% of the original charges,
producing a new financial model that is more likely to be successful. (The reported
“breakeven customers” isnow 60,0 compared to 1 million aiginally and the US DoD
contract provides 40% of this).

Tech Rentals Ltd and a number of other distributors represent Iridiumin New Zedand,
providing technical support and locd invoicing.

Internet

It isimportant to differentiate between IP (Internet Protocol) and The Internet. The Internet is
the system we dl use for email andto browse websites. It isapubic network of serversandis
adualy many networks interconrected. 1P describes the protocol (rules, procedures,
responses) that govern how datais snt through the network. The Internet uses IP, but IP can
also be utilised in private networks that do nd form part of The Internet.

Theroots of today's Internet come from the US Defence Department’ s Advanced Reseach
Projects Agency (ARPA). Inthe 196G, ARPA became interested in developing away for
computers to communicate with ead other and began to fundresearch programs at
universities and corporations into bulding an effective network. As part of this the basis of
today’ s IP was described in an |IEE paper in the ealy 1970 and retworks began to use the
new protocol during that decade. These eventually grew into The Internet, which became
visible to the public during the 1990s.

The key feaures of 1P are that it provides a mmprehensive set of services, iswell defined and
documented, is widely adopted and supported, and provides aflexible andresilient network.
Many organisations have mnverted their internal networksto | P to take advantage of these
features. The Internet is the network that provides these features (via |SPs — Internet Service
Providers) to the public. One of the features of IPisthat it allows private |P networksto be
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9.6.

9.7.

9.8.

conrected to The Internet, usually through seaure “firewalls’ that manage the flow of datato
ensure privacy and security are maintained.

Just as widespread adoption of cellular mobil e phores has all owed rapid improvement and
advancement of handsets, so the widespread adoption d IP has resulted in rapid improvements
and volume dficienciesin IP technology resulting in cheaper networks and arapidly growing
range of services.

VHF Radio

Traditionally known as RT or Radio Telephory, the service has existed for over 50 years
commercialy. Very High Frequency radio operates on aline-of-sight basis, which limits
coverage, particularly in bult-up a mourtainous aress. Thisis partially overcome by the use
of repeaters, which are usually located on high pants with goodall-roundvisibility. The
repeaters retransmit the signal providing much greaer coverage. Networks may be private,
owned and operated by the user, or shared pubic services. Communications can be broadcast
(open for all users with a suitable receiver to hear) or trunked (limited to specific users).
Advances have included more compad and portable designs, interfaces to publi ¢ telephone
networks, and provision of data and encryptionfacilities.

HF Radio

High Frequency radio utilises both dired and reflected radio waves  is not limited to line-of -
sight like VHF. HF utilises the property of certain radio wavesto baunce off layersin the
atmosphere, or to follow the aurvature of the erth, thusincreasing coverage. A corollary of
thisisthat thereis more interference between such systems because the signals can travel

much further, so their capacity islimited. HF radio is used mostly over longer distances where
coverage of other communicdions g/stemsislimited. It is gradually being replaced by
satdllite-based systems, which dffer higher cgpadty, less interference and more-standard
Sservices.

VSAT systems

Shin Satellite Public Company Limited (one of Asias|leading satellite operators) hasfor the
past 3 yeas been developing alow cost, high capacity satellite system (the "iPSTAR
Broadband Satellite System"). iPSTAR will provide satdllite-based Last Mil e broadband
Internet services.

iPSTAR New Zedand has annourced Shin Satellite will partner with Ericssonto wholesale
broadband internet, telephane and video conferencing services to businesses and consumersin
remote parts of New Zedand.

The company has allocated three spot beams onthe first of its new-generation iPSTAR
satellites to provide servicesto New Zedand. TheiPSTAR satdlliteisdueto belaunched by a
European Space Association Arianne rocket from French Guyanain the third quarter 2004.

Construction d the Auckland groundstation is expected to start shortly. Coveragemapis
included in section 10.51.

Thethreespot beams equate to about 3 per cent of the satellite'stotal capacity - enough to
send and receive data & speeds of one gigabit a second. Ericsson advise the threebeams will
be sufficient to provide broadband Internet to about 100000 typical consumers. Prices are
expected to be 40to 80per cent cheaper than other existing satellite services.

The system will employ Ku band satellite cgpadty and customers will need aNZ $1660
transporder and antenna to connect to iPSTAR and will be &leto plug aphoreinto the
transporder to make internet telephory voicecalls.

Released Report Consultel Associates Limited 34
16 July 2004



Inter-Utility Emergency Communications Systems - Project Report 5213_07

Shin Satellite will introduceits advanced iPSTAR Gateway in conjunction with high
performanceiPSTAR Professional Series user terminals cgpable of providing upto 4 Mbps
download capadty and 2Mbps of upload capacity.

AniPSTAR termina will be aleto accesstheinternet at very high speed, subject to the dass
of service dosen, upto 8 Mbpsforward /2.5Mbps return per iPSTAR terminal.

The aacess speed of the iPSTAR system can be classified per Classof Service (CoS) to match
the users’ requirements and consume bandwidth efficiently.

Conredivity Schematic
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9.9. AREC

The Amateur Radio Emergency Communications srvice is availableto provide emergency
communications. These volunteas are grouped in regiona “sedions’ and can be called upmn
to provide radio-based communications links. Working with Police cordinators the service
often provides Search and Rescue support, and has the capability to provide either
supdementary or primary communicationsto cover awide range of incidents. The volunteers
are calledin via aroster operated by regional section leaders who carry pagersfor 24/7 access.

AREC members have their own radio equipment which they will deploy and operate as
necessary, or they sometimes operate equipment provided by Police or other emergency
services. AREC volunteasare all qudified radio operators familiar with radio
communication procedures. The links they provide are generaly point-to-point, but with the
provision to broadcast to multiple locations

Lifelines (through the relevant CDEM Groups) should initiate dialogue with the AREC service
to establish appropriate procedures and standards to engage their services. It is believed that
some regional emergency management organisations have dready done so. The dfort
involved to set thisupfor Lifelines could be substantial and may need to be handed as a
separate project. It islikely that there ae personnel with Amateur Radio expertise within
many Lifelines organisations.

National Diredor of the AREC serviceis Brian Purdie,
telephane 06 39-3606 @ 025 816-551.
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10. Recommendations

10.1. Communications in non-declared emergency
Recmmmend that:

existing puldic systems be used with provisionfor badup by not relying on any one
system. Reasons for this recommendation are the generd resilience of the public

networks, user familiarity with them, and cost. Recognition that while failure (or aacess

restrictions) to one public network are possible, the likelihood of al public networks being

concurrently affected is gmall.
— PSIN (allowsvoice, fax, dial-up data with widespread coverage) badked up ly:

— cdlular phones on multiple networks (allows mobil e voi ce, messaging and some data)

and/or

— Broadband Internet (preferably with multiple acesswith physical diversity) and/or

—  Trunked mobhil e (may require conrectionto both systemsto allow interworking with

other utilities) and

— Satellite phanes (Inmarsat, Iridium, Global star to provideresilience, independence

and complete cverage)

Continueto utiliseinterna systems (eg VHF radio) where these ae necessary for
coverage reasons.

Maintain a master register, co-ordinated by the Lifelines Co-ordinators of current contad

detailsfor al utilities and emergency managers.
Define processes for establi shing communications viathe register:

It is beyondthe scope of this review to define the procedures but for guidance the

following suggestions for the holder of the master register were canvassed during the

workshops:

— Lifdines Co-ordinators.

These ae nat currently operational positions, so this optionis not favoured, however
asthe w-ordinators are responsible for maintaining the register, it would be good

practicefor them to provide backup to the principle holder.

— Police Regional Communications Centres.

Current Lifelines contact lists are drculated to Police, however appear not to be held

6

in Communicaion Centre emergency procedures with other allied emergency service

contacts. Police communicaions centres become heavily loaded during civil

emergencies and may nat be ale to handle Lifelines contactsin atimely manner.
Cadllsto the 111 service are however given higher level of service than other callsin

the public networks. If thisoption is pursued the matter should be discussed with the

Operations and Support Groupin the Commisgoner’s office
— anominated default call centre associated with a CDEMG.

Thiswould need to be a24/7 operation with very robust network access. It would be

prudent to have afalbadk plan and dternate site avail able.

®thereisalist of LL emergency contad detail s avail able. AELG one is updated and circulated every 3 months.

Released Report Consultel Associates Limited

16 July 2004

36



Inter-Utility Emergency Communications Systems - Project Report 5213_07

10.2. Communications in a declared emergency

10.2.1.1. Between Lifeline Utilities Emergency Operations Centres

In most emergency situations communication with other Utilities Emergency Operations
Centres will be possible using normal everyday communications g/stems. It is recommended
that:

» ead Utility EOC have d least 3 separate means of communicationinstalled and avail able.
These systems need to be compatible between utilities and have sufficient cgpadty to
hand e priority communicaions traffic.

e At least one of these systems should be satdllite-based.

An example of how thiswould be implemented in practice would be autility already using:
1. broadband Internet for email and data (including VOIP),
2. PSIN for voice andfax, and
3. cdlular for mobile voice and messaging.

For emergency communicaions with another utility they would need to ensure that physical
conrection of the broadband and voice networks was nat via acommon cable and that
cdlphanes were available on both major networks.

Asafina badkupthey would neel a satellite based service, at least one handset on the
Inmarsat, Iridium or Globalstar system, or a voice-enabled iPSTAR conrection.

10.2.1.2. Between Lifeline Utilities Emergency Operations Centres and key
contractors

Communicaions between Lifeline EOCs and their contractors will be critical in the recovery
and restoration phases of emergencies.

* Contractors $ould have robust internal communications g/stems relevant to the
geography and reture of the work they undertake.

e Contractors control centres $ould have the same level of emergency communications as
therelevant Lifelines EOC (see10.2.11), and thase systems should be compatible.

Lifelines utilities should ensure these mnditions are written into contradtor agreements.

Small er contractors may be aleto relocate their control centre to the Lifelines EOC in an
emergency situation, if sufficient infrastructure to support such co-locaionisin place.

10.2.1.3. Between Lifeline Utilities Emergency Operations Centres and a
Lifelines Coordination Centre

A Lifélines Coordination Centre may be necessary to provide alink and backup pant between
Utilities. The Lifelines Coordination Centre will have dired emergency communications
systems with the relevant Regional EOC(s) utilising the systems employed by the CDEMG.

» UtilitiesEOCs should have d least 3 dverse means of communicaing with the Lifelines
Coordination Centre,

« at least one of which should be satellite-based.

Further work is required to define the scope of a Lifelines Coordination Centre before a
definitive communicéions plan can be proposed.
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10.3.

1.

Further recommendations

There ae concerns (financia stability or technology) with each of the satellite phore systems
avail able that make recommending a single solution dfficult. Where organisations have
existing technology (eg Inmarsat or Iridium) there is little to be gained from switching to
another supplier. Lifelines that will be purchasing their first satellite phore should consider
Iridium as the first choice but also evaluate caefully the next generation Inmarsat service
(due 2005 andtheiPSar VSAT system (more comprehensive and expensive system due later
this yea and being considered by CDEM). The Globalstar system is smilar to the Iridium
system but has no locd support, so should only be cnsidered should the Iridium system
falter.

Under this plan Lifelines are very dependent on the public communicaions networks having a
high level of availability. It would be appropriate for CDEM Groups in reviewing network
operators Disaster Resilience Summaries to identify any major exposures that would impad
this dependence.  If there ae major exposures, further consideration shoud be give given to
building a dedicated Lifelines emergency network using VSAT technology.

Adop a set of standard requirements and design guidelines for inter and intra-utility
communications g/stems. A suggested set isincluded in section 10.10

Ensure any new or upgraded systems have IP (Internet Protocol) capabil ity

Increase the cpacity of battery and generator supplies in key control centres and for
communications equipment to allow 72 haur standal one operation

Be familiar with the capabilities of, and contact details for, the AREC. Engage AREC to
provide “last-ditch” emergency communications srvices.

Plan for limited communications capacity (bandwidth) being available in emergencies — for
example: have low-resolution bladk & white mpies of criticd network diagrams, charts,
equipment layouts etc for use in emergencies when only limited data or fax capadty will be
usable.

Lifelines Group(s) should:

- Develop and maintain a master register of current contad’ details for al utilities and
emergency managers.

— Determine an appropriate holder for the master register (available 7/24 with full
emergency communications facilities)

— Define processes for establi shing inter-utility communications viathe register.

"Thereisalist of LL emergency contact detail s available. AELG oneis updated and circulated every 3 morths.
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10.4. Network coverage — Public Wireless Networks
Current coverage maps are available from the network operators:

Telecom 027 http://www.telecom.co.nz/content/0,3900,21347-201104,0thtml
Telecom 025North Island: http://www.tel ecom.co.nz/content/0,39002705%201104,0thtml
Telecom 025 South Island: http://www.telecom.co.rz/content/0,3900100694201104,0thtml

V odafone North Island:
http://www.vodaf one.co.nz/network/northisand 0 Qjsp?hd=foryou& st=coverage& ss=

V odafone South Island:
http://www.vodaf one.co.nz/network/southisland 0 Qjsp?hd=foryou& st=coverage& ss=

Fleetlink: http://www.teantalk.co.nz/products/Fleetlink coverage maps/default.asp

Teamtalk: http://www.teamtalk.co.nz/products/TeamTalk coverage maps/default.asp

Trunked mobil e with its two networks, has more extensive @verage than that of the cellular
network operators. However, the trunked mobile networks generally have less network
capacity in terms of users per km? than the adllular operators.

10.4.1.0ngoing coverage expansion

It is expected that ongoing cellular coverage expansion will be focussed mainly onin-fill sites
within the eisting coverage areas rather than expansion of the wide aea ©verage.
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10.5. Network Coverage — Satellite Systems

10.5.1. IPSTAR VSAT System

10.5.3. Iridium Satellite phon e system

The Iridium system is the only communicaions g/stem providing true global communications
coverage including oceans, and all land areas including the Poles. The Iridium system blankets
the Earth, connecting gobal satellite coverage with local groundbased wireless srvices.
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10.5.4. Inmarsat Satellite phon e system
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Appendices
10.6. Glossary
Term
3G
AREC
bps

CDEM
CDMA 1X

Disaster Resilience
Summary

EDGE
EGPRS
EOC
FM

GPRS
GPS
GSM
HLR

IVR
Mbps
MPT 1327
PABX

PSTN

Simplex

STSP

Expansion
3rd generation wireless data systems having a capacity of 2 Mbps
Amateur Radio Emergency Communications — amateur radio group

Bits per second. This is the speed of a data communications link measured
in terms of the smallest unit of computer information. Eight bits make up
one byte or character (kbps = 1000bps, Mbps = 1,000,000bps)

Civil Defence Emergency Management

Code Division Multiple Access mobile data service offering a peak
transmission rate of 144 kbps

Document outlining an organisation’s risk management processes and
readiness and response arrangements

Enhanced Data rates for GSM Evolution
Enhanced Global Packet Radio System, also referred to as EDGE
Emergency Operations Centre

Frequency modulation - varies the frequency of the transmission thereby
providing isolation from most atmospheric and ignition interference

Global Packet Radio System

Global Positioning System

Global System for Mobile Communications

Home Location Register (cellular phone central database)

Internet Protocol — a communications protocol (standard) that is employed in
“the Internet” but is also used in private networks

Interactive Voice Response — callers use buttons on their phone to select
options and pre-recorded voice announcements provide guidance and
information

Mega bits per second (see bps)

U.K Department of Trade and Industry specification for an analogue trunked
radio system

Private Automatic Branch Exchange (sometimes just PBX) — telephone
switch used within an organisation to provide intra-office and external calling

Public Switched Telephone Network

Communication using a single channel permitting transmission in one
direction at a time only

Portable, self contained repeaters which can be easily transported and
temporary installed in times of emergency
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UMTS
VHF
VolP

VSAT

W-CDMA

Glossary

Universal Mobile Telephone System
Very High Frequency — “line-of sight” radio system
Voice over Internet Protocol

Very Small Aperture Terminals for communication via satellites. Usually
dishes of one metre diameter or so, less with newer higher power satellites

Wideband Code Division Multiple Access
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10.7. Extracts from the Civil Defence Emergency Management Act 2002
Schedule 1

Lifeline Utilities
Part A
Specific Entities
1 Radio New Zeal and Limted and Tel evi sion New Zeal and Lim ted.

2 The conpany (as defined in section 2 of the Auckland Airport Act
1987) that operates Auckland international airport.

3 The conpany (as defined in section 2 of the Wellington Airport
Act 1990) that operates Wellington international airport.

4 The airport conpany (as defined in section 2 of the Airport
Authorities Act 1966) that operates Christchurch internationa
airport.

5 The entity (being an airport authority as defined in section 2 of
the Airport Authorities Act 1966, whether or not it is also an
airport conpany as defined in that section) that operates the
primary airport at Bay of Islands, Blenheim Dunedin, G sborne,
Ham | ton, Hokitika, Invercargill, Napier, Nelson, New Plynouth,
Pal merston North, Queenstown, Rotorua, Tauranga, Wanganui,

West port, Whakat ane, or Wangarei .

6 The port conpany (as defined in section 2(1) of the Port
Compani es Act 1988) that carries out port related comrerci al
activities at Auckland, Bluff, Port Chal mers, G sborne, G eynouth,
Lyttl eton, Napier, Nelson, Picton, Port Taranaki, Tauranga,
Timaru, Wellington, Westport or Wangarei.

Part B
Entities carrying on certain businesses

1 An entity that produces, supplies, or distributes nanufactured
gas or natural gas (whether it is supplied or distributed through
a network or in bottles of nore than 20kg of gas).

2 An entity that generates electricity for distribution through a
network or distributes electricity through a network.

3 An entity that supplies or distributes water to the inhabitants
of a city, district, or other place.

4 An entity that provides a waste water or sewerage network or that
di sposes of sewage or stormwater.

5 An entity that provides a tel econmunications network (within the
meani ng of the Tel ecommuni cations Act 1987).

6 An entity that provides a road network (including state
hi ghways) .

7 An entity that produces, processes, or distributes to retail
outlets and bul k custoners petrol eum products used as an energy
source or an essential lubricant or additive for notors for
machi nery.

8 An entity that provides a rail network or service.
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Extract: Sections Relating to Lifeline Utilities
Duties of lifeline utilities
60 Duties of lifeline utilities
Every lifeline utility nust-

(a) ensure that it is able to function to the fullest possible
extent, even though this may be at a reduced level, during and
after an energency.

(b) nake available to the Director in witing, on request, its
pl an for functioning during and after an energency.

(c) participate in the devel opment of the national civil defence
ener gency managenent strategy and civil defence energency
managenent pl ans.

(d) provide, free of charge, any technical advice to any C vi
Def ence Emergency Managenment Group or the Director that may be
reasonably required by that Group or the Director.

(e) ensure that any information that is disclosed to the lifeline
utility is used by the lifeline utility, or disclosed to another
person, only for the purposes of this Act.

61 Schedule 1 may be amended by Order in Council

(1) The CGovernor-Ceneral may, by Order in Council mnmade on the
recommendation of the Mnister, -

(a) add the name of any entity or description of an entity to
Part A of Schedule 1; or

(b) omt the nane of any entity or description of an entity
fromPart A of Schedule 1; or

(c) amend the name of an entity or the description of an
entity in Part A of Schedule 1; or

(d) add a description of a class of business to Part B of
Schedul e 1; or

(e) omt a description of a class of business in Part B of
Schedul e 1; or

(f) amend the description of a class of business in Part B of
Schedul e 1; or

(g) otherw se anend Schedule 1 or revoke Schedule 1 or a part
of the schedul e, and substitute a new schedul e or a new
part, as the case may require.

(2) The Mnister nust not reconmend the addition of the nane of an
entity or description of an entity to Part A of Schedule 1 unless
the Mnister is satisfied that the entity operates a service or
systemthe reduced availability, or non-availability, of which
woul d constitute a hazard.

(3) The Mnister nust not reconmend the addition of a description
of a class of business to Part A of Schedule 1 unless the
Mnister is satisfied that the business provides a service or
systemthe reduced availability, or non-availability, of which
woul d constitute a hazard.
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62 Minister may exempt lifeline utility

The M nister may, by notice in the Gazette, on any conditions that
the Mnister thinks fit, exenpt a particular entity described in, or
carrying on a business described in, Schedule 1 in whole or in part
fromthe provisions of this Act relating to lifeline utilities if
the Mnister is satisfied that the application of the provisions is
not appropriate in the case of that entity.
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(from the project brief)

WELLINGTON

Territorial Authority Utility Services
¢ Wellington City Council (WCC)
. Porirua City Council (PCC)
. Kapiti Coast (KCDC)
. Upper Hutt (UHCC)
. Hutt City Council (HCC)
e South Wairarapa District Council (SWDC)

. Carterton District Council (CDC)
. Masterton District Council (MDC)
GWRC Bulk Water
Nova Gas
Powerco Gas
Natural Gas Corporation
Telecom
Vodafone
TelstraClear
Electra
United Networks
Powerco electricity (Wairarapa)
Transit
Wellington International Airport
Tranzrail

BP, Mobil, Shell, Caltex Head offices - or some
joint distribution facility if this exists.

Civil Aviation Authority
Centreport
Transpower

10.8. List of Utility Organisations in Auckland and Wellington

AUCKLAND

Auckland City Council (transport) and
Metrowater

Franklin District Council (transport and
water)

Manukau City Council (transport) and
Manukau Water

North Shore City Council (transport and
water)

Papakura District Council (transport) and

United Water

Rodney District Council (transport and
water)

Waitakere City Council (transport) and
Ecowater

Watercare

Broadcast Communications Limited
Radio Network

Telecom

TelstraClear

Vodafone

Natural Gas Corp

Vector

Wiri Oil Services Ltd

BP, Mobil, Shell, Caltex Head offices
Wynyard Wharf (Shell operated)
Auckland International Airport

Ports of Auckland

Transit NZ

Tranzrail

Auckland Regional Transport Network Ltd

(ARTNL)
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10.9. Survey returns
Survey returns were received from the foll owing:

10.9.1. Territorial Authority utilities

Auckland City Courxil (Traffic) Auckland Regional Courxil
Carterton District Council Greaer Wellington Water Group
Manukau City Manukau Water

Masterton District Council Metrowater

North Shore City Courcil Porirua City Couril

Upper Hutt City Courxil Wellington City Courcil

10.9.2. Other utilities

Auckland International Airport Limited Broadcast Communications Limited

Radio Networks Limited Telecom
TelstraClear Transit
Transpower Tranzrail
Vector Networks Vodafone

Wynyard Wharf Terminal (Shell)

10.9.3. Emergency Management

Auckland City EmergencyM anagement National Rescue Coordination Centre
Waitakere City Emergency Management ~ Manukau City Civil Defence

10.10. Sugg ested Design Requirements and System Standards

10.10.1. Design Requirements

a

The emergency communicaions g/stem chosen must be robust. Appropriate redundancy
must be in the system to allow flexibility. Physical hardware must be ale to withstand or
be protected from likely eff ects of hazards e.g. eathquakes, fire and flooding.

Interoperability of systemsisimportant. It is unlikely that any one system will med the
needs of all users. Thereforeit isimperative that the various g/stems used can talk to each
other.

The emergency communications g/stem must be aleto be used by usersat all times
during day to day businessand during an emergency. It is desirable to have systems that
aren’'t governed by private access or technical restraints that limit access to specific users.

Adequate maintenance support must be available during and after an emergency.

The emergency communications s/stem will be developed based onthe principles of risk
management.

The emergency communicaions g/stem must reflect the interdependencies of Lifelines
organisations.

Each organisation onthe communications network will be encouraged to make their day
to day communicaions g/stems (e.g. voiceand data) asrobust as possible. The anergency
communications g/stem is the badup if these normal systems are not available.
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h.

Separate data and voice channels (or systems) are preferred.

If cost is prohibitive in developing the system at one time, voice cgability isthe priority.
The recommended system must be éle to be implemented within the avail able budget.

10.10.2. System Design Standards

a

Lifelines Utilities must be ale to make contad with the Emergency Co-ordinator at all
times.

Two way communications must be possble between al users.

Data must be ale to be transferred between Lifeli nes utilities and CDEOCs within 3
hours of an emergency event occurring.

The physical e ements of the anergency communications g/stem nmust be robust to
withstand Mercalli i ntensity IX shaking.

Emergency co-ordinators should have abroadcast type facility.

Coverage must bein place 24 hoursaday 7 days aweek. Thisincludes the system being
operational, access to sites, maintenance and staff support.

Each user must be able to med the information requirements and protocols that govern the
use of the emergency communicaions g/stem.

If damaged in the worst case scenario the emergency communicaions g/stem could be
restored within 12 hours.

The emergency communications g/stem must be ale to operate with a stand a one power
supdy for at least 72 hours.

The emergency system shoud be future proofed to the extent that it will be operable and
ableto be technically supported for 10 yeas after it is brought into service.

Seaurity of the information carried over the emergency communicaions g/stem isnot a
major issue, however privacy of communicaionsis preferred.

The emergency communications g/stem can be supported and maintained during and
immediately after an emergency. Evidence can be provided to determine this (e.g. staff
within the region for maintenance, businesscontinuity plansin place etc.).

The system will nat deteriorate over time with low use.
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10.11. Risks

Table A1.4: Hazard priorities for the Auckland Region Civil Defence Emergency Management
Group Plan (Working Draft 15 March 2004)

Not all of these have been considered in this report as some are unlikely to have any impact on
communications infrasfructure other than an increase in calling.

HAZARD

Higher Priority Hazards

Biological - animal disease/epidemic
Biological - human epidemic*
Cyclone*

Earthquake

Lifeline utility failure*

Major crash - aircraft

Volcanic - Auckland Volcanic Field
Volcanic - distant volcanic eruption
Moderate Priority Hazards
Biological - introduced species/pests*
Coastal - beach erosion and flooding*
Coastal - cliff erosion/coastal instability*
Coastal — sea level rise*

Coastal — tsunami — distantly generated
Computer systems failure

Criminal acts

Fire — catastrophic wildfire

Fire - urban structure fire

Hazardous substances

Lower Priority Hazards

Coastal — tsunami — locally generated
Dam failure

Drought - agricultural drought*
Drought - water supply drought*
Flooding*

Land instability*

Major crash — ralil

Major crash — road

Major collision - marine

Tornado*

*These hazards have the potential to be exacerbated by climate change.

Note: Hazards are listed al phabetically within each category.
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